Information Technology 481 —
Information Security - Winter 2008

Instructor | Dr. Bret R. Ellis E-mail ellisb@byuh.edu

Phone 293-3470 (office), 293-1698 | Office M-F, 8 a.m. — 5 p.m. or via e-mail (7 x 24)
(home), 330-9206 (cell) Hours

Office GCB 119A

Text:
o Secrets and Lies, Bruce Schneier, Wiley Publishi@8N 0-471-45380-3
o Various articles located on the IS 390 Blackbodel s

Course Goals:

This introduction to security systems will give géumts a solid foundation of understanding in déf¢ércomputer security concepts,
functions and applications. The course maps to Gangecurity+ exam objectives which cover genesalisity concepts, communication
security, infrastructure security, basics of crgpaphy and operations/organizational security. Ugampletion of this course, students will
be prepared to take Comptia's vendor neutral Sgeugkam. Security+ certification is globally recized as equivalent to an entry-level
security specialist. Security+ exam is accepteonasof the security certification exams by Micragofvard its MCSA and MSCE
certification.

Learning Objectives:

o The basic objective of this course is to providemroduction to the field of information security.
o Following the course, the student should be ab&ssociate other reading and conversation withnmbte the course and create
relationships to what they have learned.
o At the end of the course the student should betable
o Describe security policies and countermeasures
o List the various certificates and credentials fogity personnel
0 Describe the various network defenses and theilicapipons
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o0 Explain cryptography and explain how it is appliedecurity
o Describe the difference between identification aanthentication and its application

Requirements:

a

Course Pre-test — At the beginning of the semester you will be dsketake the TestOut Security + Exam. By takimgpre-test you
automatically receive a total of 10% of your grasejardless of your score.

TestOut Preparation — Generally we will meet as a class twice a weeltfeee hours. Prior to class you should completelTestOut
reading and complete the end of chapter testsedas the percentage completed, your score wilidegl for this part of your grade.
TO preparation is worth 25% of your grade.

Class quizzes — each assigned chapter and supplementary readisigh® done before the class period assignedededr class period,
we will have a 10 point quiz. Questions for thézquill come from the prior Test Out assignmeng Becrets and Lies reading and the
reading discussed in the prior class. Class gsiwzikbe given each class and will be worth 25%aidr grade.

Weekly Wiki — each week you should research two topics frantgktbook and TestOut materials that support thgsies. Each post
is worth 10 points._The weekly wiki is worth 10%your course grade.

Final Exam — Your best score on the Testout “Typical Examil taé used for your final exam score. The finahexis worth 30% of
your course grade.

Resources:

Q

Blackboard will be used for providing course infaton, course announcements, additional readirigngting homework, and grade
review.

Evaluation:

a

Course Pretest, 10%

o TestOut Preparation, 25%

o Class Quiz (TestOut, S&L, Class Discussions), 25%

o Weekly Wiki posting from web research, 10%

o Final Exam (two parts (common exam/TestOut and efxam readings/discussions), 30%
|A 94-100% | B+ 87-89 | C+ 77-79 | D+ 67-69 | F 59 and below |
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A- 90-93 B 84-86 C 74-76 D 64-66
B- 80-83 C- 70-73 D- 60-63

Class Absences —It is very important that you argass each class period. For excused absenugsr@ity sponsored events and illness,
with a doctors note), | will provide a make-up wovith a deadline. Unexcused absences (sleepireaity flights for vacations and other
activities) will result in a O for the assignmeatwl/or attendance for that day.

Cheating — Using another person’s work, whethsratturrent student’s work, a previous student’skweo from the Internet, without
attributing credit to them is cheating. It's cdlleheating because it cheats you from the learthiaigcan occur and it cheats the person
whose work you are using from credit they deseiStident caught cheating will be punished by recgiat least an “F” for the
assignment and possibly an “F” for the course.d&ttis who cheat but are not caught will be purdstiea later date.

Class disruptions — Arriving late to class, usedf phones, talking to other classmates, etcrudighe class. Penalties for class disruption
will be discussed in class.

Special Needs - Brigham Young University-Hawaicaggnmitted to providing a working and learning atptuere, which reasonably
accommodates qualified persons with disabilitiéyou have any disability that may impair your l#iito complete this course
successfully, please contact the students withiSjpdeed Coordinator, Leilani A'una at 293-3518aRonable academic accommodations
are reviewed for all students who have qualifiedwoented disabilities. If you need assistancé ywu feel you have been unlawfully
discriminated against on the basis of disability) ynay seek resolution through established griev@oticy and procedures. You should
contact the Human Resource Services at 780-8875.

Preventing Sexual Harassmerititle 1X of the education amendments of 1972 prakibex discrimination against any participantin a
educational program or activity that receives fatikinds, including Federal loans and grants.eTiXl also covers student-to-student
sexual harassment. If you encounter unlawful sexaimssment or gender-based discrimination, pleastact the Human Resource
Services at 780-8875 (24 hours).

Class Schedule:

Please see the class schedule within Blackboarthiéamost up-to-date schedule.
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